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1
Decision/action requested

In this box give a very clear / short /concise statement of what is wanted.
2
References

 [1]
TS 23.304 
3
Rationale

Propose new content to clause 5.
The first change is about Npc2 interface. Npc2 interface may be an internal interface when the Prose Application Server is in operator’s network, and it could be SBI + N33 interface.

The second change is from the conclusion of KI#10. But clause 5.Y.5 The privacy issue in PC3a interface is a new thing. Because Discovery Request message contains the SUPI, and SUPI has a privacy issue, so it is proposed to enable the confidiential protection of the PC3a interface as described in this contribution, or calculate the SUCI, and the discovery request message carries the SUCI as introduced in S3-214077, or both.
The last change is about all other interfaces in 5G Prose architecture.

All three changes covered security aspect of all interfaces in 5G Prose.
4
Detailed proposal

****************The first change****************
5
Common security procedures
\
5.1
General
This clause contains security procedures that are used by more than one ProSe feature.
5.X 
Security of Npc2 interface
5.X.1
General
Npc2 is the reference point between the ProSe Application Server and the 5G DDNMF as specified in clause 4 of TS 23.304[1]. When the the ProSe Application Server is in a 3rd party’s network, the Npc2 comprises two interfaces, ie. the service-based interface between the 5G DDNMF and the NEF, and the N33 interface between the NEF and the Prose Application Server. When the Prose Application Server is in a MNO’s network, the Npc2 is a purely service-based interface.
5.X.2
Security requirements
When the ProSe Application Server is controlled by a 3rd party, requirements on security aspects of NEF are captured in clause 5.9.2.3 of TS 33.501[X].
5.X.3
Security procedures

When the ProSe Application Server is controlled by a 3rd party, security procedures specified in clause 12 of TS 33.501[X] is applicable.
When the Prose Application Server is controlled by a MNO, security procedures specified in clause 13 of TS 33.501[X] is applicable.
************The End of the first Change************
************The Second Change************
5.Y
Security of PC3a interface
5.Y.1
General
PC3a is the reference point between the 5G Prose-enabled UE and the 5G DDNMF as specified in clause 4.2.5 of TS 23.304[1]. 
5.Y.2
Security requirements
The ProSe-enabled UE and the 5G DDNMF shall mutually authenticate each other.

The transmission of the material for 5G Prose discovery between the 5G DDNMF and the ProSe-enabled UE shall be integrity protected. 

The transmission of the material for 5G Prose discovery between the 5G DDNMF and the ProSe-enabled UE shall be confidentiality protected. 

The transmission of the material for 5G Prose discovery between the 5G DDNMF and the ProSe-enabled UE shall be protected from replays. 
The transmission of UE identity shall be confidentiality protected on PC3a interface.
5.Y.3
Security procedures for PC3a using GBA
Security procedures specified in clause 5.3.3.2 of TS 33.303[Y] is applicable with the additional change:
5.Y.4
Security procedures for PC3a using AKMA

Security procedures specified in clause B.1.3.2 of TS 33.535 [Z] is applicable with the additional change:
5.Y.5 The privacy issue in PC3a interface

PC3a interface will be used to transfer the configuration data that is used to perform discovery. According to clause 6.3.1.4 of TS 23.304[1], the UE Identity is included in the Discvoery Request message. In order to achieve the privacy protection of the the SUPI, the confidentiality protection in PC3a interface shall be enabled.
***********The End of the Second Change***********
************The Third Change************
5.Z
Security of service-based interfaces used in 5G Prose
Npc4, Npc6, Npc7 and Npc8 specified in clause 4.2.5 of TS 23.304[1] are realised by corresponding NF service-based interfaces, therefore security proceudres specificed in clause 13 of TS 33.501[X].
****************The End****************
